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BEST PRACTICES IN CYBER 

SECURITY COURSE OFFERED 

FOR STATE AG OFFICES 
 

A new course, “Best Practices in Cyber Security,” 

is being offered this fall under the partnership be-

tween the National Association of Attorneys General 

Training and Research Institute (NAGTRI) and the 

National Center for Justice and the Rule of Law 

(NCJRL) at the University of Mississippi School of 

Law.   

 

 The protection of state information technol-

ogy and communication assets and resources is par-

ticularly important as the state depends upon this 

cyber infrastructure to operate.  Cyber security is not 

only essential to preserve the states’ ability to effec-
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tively serve its citizens, but is also necessary to pro-

tect federal programs, such as Medicaid and TANF, 

administered by the state, preserve the privacy of 

personal and sensitive information and to support 

critical homeland security activities.   

 

 “Best Practices in Cyber Security” is de-

signed for Chief Deputies and policy-based attorneys 

who will be involved in decisions involving homeland 

and cyber security issues at the offices of the Attor-

neys General.  The course will cover such topics as 

Strategic Planning for Cyber Security, Cases with 

Foreign and Domestic Offenders, Successful State 

Homeland Security Initiatives and Funding Your Cy-

ber Security Efforts.  

 

There is no registration fee to attend the 

course, and the partnership will pay for attendees’ 

airfare and hotel, as well as provide most meals.  

Attendees will also receive CLE credit.  For addi-

tional information, please contact Hedda Litwin, Cy-

berspace Law Counsel at hlitwin@naag.org or (202) 

326-6022. 

 

A nomination form to attend the training is 

on the last page of this e-newsletter. 

 

 

ATTORNEYS GENERAL  

FIGHTING CYBERCRIME 

 

MULTI-STATE 
 

 Thirty-four Attorneys General reached an 

agreement with Internet message board host 

Topix.com to improve consumer protections and 

eliminate the $19.99 fee to expedite review of abu-

sive or inappropriate posts.  As part of the settle-

ment, all reports of abuse on Topix will be reviewed 

free of charge, and the company will remove inap-

propriate posts within three working days rather 

than its previous policy of seven to 14 days.  Topix 

also agreed to:  1) continue cooperating with law 

enforcement agencies in combating unlawful activity 

on its site; 2) consult with the attorneys general to 

discuss issues of concern, such as responsiveness 

to reports of abusive posts and other consumer 

complaints; 3) continue to explore new technology 

and processes for preventing misuse of its site; and 

4) make additional improvements to better review 

and block inappropriate posts.  Attorneys General of 

the following jurisdictions participated in the agree-

ment:  Arizona, Arkansas, Colorado, Connecticut, 

Florida, Guam, Hawaii, Illinois, Indiana, Iowa, Kan-

sas, Kentucky, Louisiana, Maine, Maryland, Missis-

sippi, Montana, Nebraska, Nevada, New Hampshire, 

New Mexico, North Dakota, Northern Mariana Is-

lands, Ohio, Oklahoma, Puerto Rico, Rhode Island, 

South Carolina, Tennessee, Utah, Vermont, Virginia, 

Washington and West Virginia.      

 

 Connecticut Attorney General Richard Blu-

menthal, on behalf of the executive committee of a 

38-state coalition, sent a letter to Google asking 

whether it tested its Street View software before 

use, which should have revealed that the program 

collected data transmitted over wireless computer 

networks.  The letter also asks whether Google’s 

program was designed to collect random bits of in-

formation broadcast over wireless networks or 

download specific types of data, as well as whether 

it has sold or otherwise used technical information 

also collected. The letter is part of the multistate 

investigation into Google’s unauthorized collection 

of this data.  The other members of the executive 

committee are:  Florida, Illinois, Kentucky, Massa-

chusetts, Missouri and Texas.  Other jurisdictions 

signing on to the multistate include:  District of Co-

lumbia, Kansas, Mississippi, Montana, Nebraska, 

New York, North Carolina, Oregon, Rhode Island, 

Vermont and Washington.  Eight other states have 

declined to be publicly identified because their laws 

or procedures prohibit disclosure of investigations.           

 

mailto:hlitwin@naag.org
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ALABAMA 

 

 Attorney General Troy King’s agents joined 

FBI agents to arrest Steven Guardini, a former assis-

tant district attorney in Mobile County who special-

ized in the prosecution of sex crimes against chil-

dren, for enticement and solicitation crimes by com-

puter with the intent to produce child pornography.  

The charges stem from Guardini’s alleged communi-

cations with the intent to solicit a 15-year-old girl, 

although the person with whom he was communicat-

ing was an FBI agent in the Internet Crimes Against 

Children division.  Assistant Attorney General Kelly 

Hawkins, chief of the Family Protection Unit, and 

Assistant Attorney General Andrew Arrington of the 

same Unit, as well as Attorney General King’s Inves-

tigations Division, handled the case. 

 

 

ARKANSAS              

 

 Attorney General Dustin McDaniel filed a 

lawsuit against Arrowhead Investments, Inc., Galaxy 

Marketing, Inc. and Christopher Hodes, who alleg-

edly controls the two companies, for allegedly mar-

keting payday loans through websites with interest 

rates as high as 782 percent.  The two companies 

had refused to comply with Attorney General McDan-

iel’s demands to cease operating in the state.  The 

lawsuit seeks to bar defendants from offering or col-

lecting upon high interest loans.  It also calls for the 

cancellation of all high interest loans made by de-

fendants and the return of all payments to borrow-

ers.    

 

 

CALIFORNIA 

 

 Attorney General Edmund Brown, Jr. an-

nounced that nine arrests were made during 

“Operation Watchdog,” a law enforcement sweep to 

verify that 300 registered  sex offenders in San 

Diego are obeying the law and living at the address 

reported to authorities.  The sweep, led by David Col-

lazo, a special agent supervisor in Attorney General 

Brown’s office, involved more than 100 state, fed-

eral and local law enforcement officers, all of whom 

are part of the Sexual Assault Felony Enforcement 

(SAFE) task force formed to reduce the number of 

sex crimes in San Diego County.  Attorney General 

Brown visited and was briefed at the command cen-

ter during the sweep.  There are approximately 

4,600 registered sex offenders living in San Diego. 

 

 

CONNECTICUT 

 

 Attorney General Richard Blumenthal urged 

the State Teachers’ Retirement Board to provide 

credit monitoring and other identity theft protections 

to 58,506 individuals affected by a security breach.  

The board notified Attorney General Blumenthal’s 

office last December that a flash drive containing 

the individuals’ names, addresses, salaries, the last 

four digits of Social Security numbers and other per-

sonal information, although encrypted, was missing.  

Although Attorney General Blumenthal urged imme-

diate notification of those affected, this was not 

done until six months after the breach.  Attorney 

General Blumenthal said the Board must send a new 

notification letter more fully explaining the facts and 

offering identity theft protection for two years, in-

cluding at least $25,000 of identity theft insurance 

and reimbursement for costs associated with plac-

ing a security freeze with the three credit rating com-

panies.    

 

 

DELAWARE 

 

 Attorney General Beau Biden announced the 

arrest of Stephen Carman, a registered sex offender, 

on child pornography charges, following an investi-

gation by the Delaware Child Predator Task Force.  

The task force, including officers from Attorney Gen-

eral Biden’s office, State Police and Smyrna Police 
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Department, as well as ICE agents, executed a 

search warrant at Carman’s residence, seizing two 

computers and other digital evidence.  An initial fo-

rensic examination of this evidence revealed more 

than 50 images of child pornography, and Carman 

was charged with 29 counts of Dealing in Child Por-

nography.  The Task Force executed an additional 

search warrant at Carman’s residence and seized 

additional digital media, including a flash drive se-

cured under the sink by duct tape.  A forensic exami-

nation of this evidence revealed more than 3,200 

images of child pornography, resulting in an addi-

tional 27 counts  of Dealing in Child Pornography, as 

well as attempting to destroy physical evidence and 

criminal solicitation.     

 

 

FLORIDA 

 

 Attorney General Bill McCollum joined State 

Attorney Mark Ober of the 13th Judicial Circuit to an-

nounce that Joseph Bullard was sentenced to 60 

years in prison for possession and promotion of 

child pornography.  Bullard was found guilty of 50 

counts of possession and one count of promotion of 

child pornography.  An investigation by Attorney Gen-

eral McCollum’s CyberCrime Unit discovered images 

of child pornography and traced the images back to 

Bullard’s computer  Law enforcement officers con-

ducted a search warrant at Bullard’s home and con-

fiscated computers, which underwent forensic analy-

sis.  The Plant City Police Department, Florida De-

partment of Law Enforcement, Hillsborough County 

Sheriff’s Office and ICE assisted in the investigation.  

Bullard will also be required to register as a sex of-

fender.        

 

 

ILLINOIS 

 

 Attorney General Lisa Madigan’s investiga-

tors, assisted by the Addison Police, arrested James 

Young, who is charged with one count of Possession 

of Child Pornography, a Class 3 felony, and one 

count of Aggravated Possession of Child Pornogra-

phy, a Class 2 felony.  The arrest followed a search 

of Young’s residence, where three laptop computers 

and an external hard drive were examined, and in-

vestigators found images and movies containing 

child pornography.  The charges result from an on-

going joint investigation by Attorney General Madi-

gan’s High Tech Crimes Bureau and the Glendale 

Heights Police Department, with assistance from the 

Addison Police Department and the DuPage County 

State’s Attorney’s Office, which will prosecute the 

case. 

 

 

KENTUCKY 

 

 Attorney General Jack Conway’s Cybercrimes 

Unit, with assistance from the Franklin Police De-

partment, arrested James Crawford, who is charged 

with four counts of possession of matter portraying 

a sexual performance of a minor, a Class D felony.  

The arrest followed the execution of a search war-

rant at Crawford’s home.   

 

 

MASSACHUSETTS 

 

 Attorney General Martha Coakley announced 

plans to host a one-day Cyber Summit on September 

30 to discuss how the state can continue to address 

cyber crime issues and move forward.  Attendees 

will include all 11 district attorneys, the president of 

the state Chiefs of Police, the presidents of the 

three area law enforcement councils, the secretary 

of the Executive Office of Public Safety and Security, 

the Colonel of the State Police and the First Deputy 

Commissioner of the Office of Probation.      
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MISSISSIPPI 

 

 Attorney General Jim Hood’s Internet Crimes 

Against Children (ICAC) Task Force, assisted by the 

Florence and Richland Police Departments, which 

are ICAC affiliates,  arrested Dwight Brinson, who is 

charged with two counts of possession of child por-

nography. If convicted, Brinson faces up to 80 years 

imprisonment.     

 

 

NEW YORK 

 

 Attorney General Andrew Cuomo secured 

$10 million in settlements with companies that 

tricked consumers into signing up for discount clubs 

that charged hidden fees.  Attorney General 

Cuomo’s investigation found that when consumers 

completed online purchases from familiar retailers, 

they were often presented with a cash-back or dis-

count offer from a marketer.  Information about the 

offer, including the fact that the consumer was 

agreeing to a fee-based program and to transfer 

credit or debit card account information, was buried 

in fine print. The marketing firm Affinion Group, Inc. 

and its subsidiary Trilegiant will establish a $5 mil-

lion fund to provide restitution to consumers and 

will pay an additional  $3 million in penalties and 

fees.  The firm also agreed to permanently end its 

practice of obtaining consumers’ billing information 

from online partner retailers, reform its online mar-

keting practices to ensure consumers know they are 

dealing with Affinion/Trilegiant and will be billed, 

and make redemption forms immediately available 

online.  Separately, Attorney General Cuomo ob-

tained settlements with five retailers to reform their 

marketing arrangements with discount clubs.  The 

retailers will collectively pay more than $2 million 

for consumer refunds, education, costs and fees.  

Specifically, those settlements are:  Classmates 

Online, Inc. - $960,000; FTD, Inc. - $640,000; 

Budget - $207,000; GameStop - $195,000; and 

Avon - $68,000.  The retailers also agreed to reform 

their marketing practices and permanently end the 

practice of providing consumers’ billing information 

online to discount club marketers.  

 

 

PENNSYLVANIA 

 

 Attorney General Tom Corbett’s Child Preda-

tor Unit agents arrested Allen Baer on accusations 

that he used the Internet to sexually proposition who 

he believed was a 13-year-old girl, but was actually a 

Unit undercover agent, and traveling to meet the 

“girl” for sex.  The New Castle Police Department 

assisted with the arrest.  Baer will be prosecuted by 

Deputy Attorney General William Caye II of the Unit.        

 

 

SOUTH CAROLINA 

 

 Attorney General Henry McMaster an-

nounced that Paul Melcher was arrested in an Inter-

net predator sting conducted by the City of Mauldin 

Police Department, a member of Attorney General 

McMaster’s Internet Crimes Against Children (ICAC) 

Task Force.  Melcher was charged with one count of 

Criminal Solicitation of a Minor, a felony punishable 

by up to 10 years imprisonment.  The arrest warrant 

alleges that Melcher solicited sex from an individual 

he believed to be a minor girl, but in reality was an 

undercover police officer.  A search warrant exe-

cuted at Melcher’s residence with the assistance of 

the West Columbia Police Department resulted in 

the seizure of four computers and related items.  

The case will be prosecuted by Attorney General 

McMaster’s office.  

 

 

TEXAS 

 

 Attorney General Greg Abbott’s Cyber Crimes 

Unit arrested Allen Ward, a state Department of 

Criminal Justice prison guard, for child pornography 

possession.  The arrest stemmed from a referral by 
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the Oregon Attorney General’s Office, which notified 

the Unit that Ward’s email account appeared to be 

involved in trading child pornography.  Unit investi-

gators conducted a search of Ward’s residence, find-

ing that Ward possessed numerous images of child 

pornography on his home computer and in print.  

Investigators will examine the seized evidence and 

determine whether Ward should face additional 

charges.  The Anderson County Sheriff’s Office par-

ticipated in the arrest, and assistance in the case 

was also provided by the state Department of Crimi-

nal Justice and the Office of the Inspector General.  

If convicted, Ward faces two to 10 years in prison 

and up to a $10,000 fine.  

 

 

VIRGINIA 

 

 Attorney General Ken Cuccinelli announced 

that John Brown pled guilty to two counts of produc-

tion of child pornography and was sentenced to six 

years imprisonment.  Over a period of approximately 

eight years, Brown took pictures of minor females 

engaged in sexually explicit conduct, using his resi-

dence as the setting.  The Prince George County Po-

lice Department received a complaint that Brown 

possessed numerous pictures of child pornography 

on his computer.  Officers executed a search war-

rant on Brown’s residence, during which Brown ad-

mitted taking the pictures.  A subsequent forensic 

examination of Brown’s computer revealed hun-

dreds of child pornography images that Brown pro-

duced using a digital camera.  The FBI assisted in 

the investigation, and Assistant Attorney General 

Tommy Johnstone of Attorney General Cuccinelli’s 

office prosecuted the case in cooperation with the 

Prince George County Commonwealth Attorney’s Of-

fice.      

 

 

 

 

WASHINGTON 

 

 Attorney General Rob McKenna’s office set-

tled with Visible.net, a seller of e-commerce ser-

vices, resolving numerous allegations of consumer 

protection law violations.  Visible.net, d/b/a Cap-

tures.com and WebmarketingSource.com, sells web-

site design, search optimization and other Internet 

marketing services, as well as the processing of 

online purchases.  Their packages include an initial 

startup fee of $3,749.99 up to $9,749.99, plus a 

monthly fee of $39.99 to $99.99, and they market 

via a website and telemarketing.   Attorney General 

McKenna’s office and the Better Business Bureau 

received over 100 complaints about the company’s 

misrepresentation of services and failure to receive 

promised results.  Under the settlement, Visible.net 

agreed to pay $250,000 to Attorney General 

McKenna’s office for consumer refunds and reim-

bursement of state legal expenses.  It also must not: 

1) misrepresent their ability to significantly increase 

traffic to customer websites; 2) fail to provide re-

funds or honor cancellation requests; 3) claim to 

provide around-the-clock customer support, techni-

cal advice or consultations, unless available; 4) fail 

to register with the Department of Licensing as a 

commercial telephone solicitor; 5) charge consum-

ers’ credit cards without authorization; and 6) mis-

represent their affiliation with other marketers.  

Senior Counsel Paula Selis led the investigation         

 

 

WISCONSIN 

 

 Attorney General J.B, Van Hollen announced 

that Matthew Jansen was charged with one count of 

possession of child pornography.  The criminal com-

plaint was filed after Attorney General Van Hollen’s 

Division of Criminal Investigation agents, assisted by 

the Appleton and Grand Chute Police Departments, 

executed a search warrant on Jansen’s apartment.  

A later forensic examination of Jansen’s computer 

identified child pornography files.  Jansen admitted 
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to downloading and viewing child pornography.        

   

 

ETHICS UPDATE 
 

 The Philadelphia Bar Association has issued 

an opinion that the state Rules of Professional Con-

duct do not bar the use of social media, such as 

blogs, “for solicitation purposes where the prospec-

tive clients to whom the lawyer’s communication is 

directed have the ability, readily exercisable, to sim-

ply ignore the lawyer’s overture, just like they could 

a piece of directed, targeted mail.”       

 

 The Bar’s Professional Guidance Committee 

did, however, list a few cautionary notes.  First, it 

suggested that there might be some types of social 

media that are so similar to an in-person communi-

cation or telephone call, such as Internet chat 

rooms using Voice over Internet Protocol (VoIP), as 

to violate Rule 7.3(a).  Second, notwithstanding this 

opinion, email blogs and chat rooms used for solici-

tation might still be utilized inappropriately, such as 

if the lawyer suggests in the context of his or her 

communication that it is important or critical to the 

prospective client’s interests and that an immediate 

response is necessary.    

 

IN THE COURTS 

ISP REPORTING OF CHILD PORNOGRA-

PHY:  AGENCY RELATIONSHIP 

U.S. v. Richardson, 2010 US App. LEXIS 11928 

(4th Cir. June 11, 2010).  The Fourth Circuit Court of 

Appeals affirmed a lower court’s denial of a motion 

to suppress, holding that AOL was not acting as an 

agent of the government when it uncovered child 

pornography.  Thomas Richardson, a registered sex 

offender, was found to possess child pornography 

during an investigation and search of his home initi-

ated when his Internet service provider, AOL, tipped 

off investigators that two email accounts, later 

traced to Richardson, had sent images of child por-

nography.  Richardson moved to suppress the evi-

dence obtained as a result of the information pro-

vided by AOL, arguing: 1) that AOL was acting as an 

agent of the government, and its actions violated 

the Fourth Amendment, and 2) that there was no 

probable cause to believe that child pornography 

would be found at his home when it was searched. 

The U.S. District Court for the Western District of 

North Carolina denied the motion, finding that law 

enforcement agents were not involved until after 

AOL reported the accounts. Richardson then pled 

guilty to possession and distribution of child pornog-

raphy conditioned on his appeal of the motion to 

suppress. On appeal, the Fourth Circuit affirmed, 

rejecting Richardson’s argument that because the 

government mandated that AOL report images of 

child pornography, AOL became an agent of the gov-

ernment, even though the scans were done by AOL, 

not the government.  The court noted that AOL was 

not required to actively search for child pornography, 

but just to report those it found.        

 

 

SERVER ACCESS:  SCA AND CFAA 

Devine v. Kapasi, 2010 WL 2293461 (N.D. Ill. 

June 7, 2010).  The U.S. District Court for the North-

ern District of Illinois found that a plaintiff whose 

server had been accessed without authorization had 

stated a claim under the Stored Communications Act 

but failed to plead a loss under the Computer Fraud 

and Abuse Act.  Jeff Devine and Sabir Kapasi, equal 

shareholders in a technology company, decided to 

split up.  The company transferred one of its servers 

to Devine, who immediately used it in his new com-

pany.  After the transfer, Kapasi allegedly logged on 

to that server to access and delete email messages 

that had been stored on it.  Devine sued for violation 

of the Stored Communications Act (SCA), 18 U.S.C. 

§2701, and the Computer Fraud and Abuse Act 

(CFAA), 18 U.S.C. §1030.  Kapasi moved to dismiss 

for failure to state a claim.  On the SCA claim, Ka-
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pasi argued that the Act did not apply because De-

vine did not provide an electronic communications 

service to the public, as was required in Andersen 

Consulting LLP v. UOP, 991 F. Supp. 1041 (N.D. Ill. 

1998).  The district court, however, held that when 

“…a plaintiff pleads that it stores electronic commu-

nications on its own systems, and that a defendant 

intentionally and without authorization got hold of 

those stored communications through the plaintiff’s 

electronic facilities, the plaintiff states a claim..” un-

der §2701.  The district court dismissed the CFAA 

claim, finding that Devine failed to plead that he suf-

fered a loss under the statute of at least $5,000 in 

value.        

 

 

ADMISSIBILITY:  PHOTOGRAPH ON 

MYSPACE PAGE 

People v. Beckley, 185 Cal. App. 4th 509 (June 9, 

2010).  A California Court of Appeal held that a pho-

tograph downloaded from a MySpace page should 

not have been admitted into evidence, but the error 

was harmless.  Albert Beckley and another defen-

dant were convicted of gang-related murder in a jury 

trial.  During trial, Beckley’s girlfriend testified that 

Beckley was babysitting her child at the time of the 

murder and that Beckley had also ended his involve-

ment with the gang.  On rebuttal, the prosecution 

offered a photograph downloaded from Beckley’s 

MySpace page showing the girlfriend flashing a gang 

sign, using the testimony of the detective who 

downloaded the photograph.  They also used the 

same detective’s testimony to offer a gang roster 

downloaded from a web page to show that Beckley 

belonged to a gang.  On appeal, the appeals court 

held that the photograph should not have been ad-

mitted because the prosecution failed to use one of 

the two methods of authenticating a photograph:  1) 

by testimony of a person who was present when the 

photograph was taken; and 2) expert testimony that 

a photograph is not “a composite and has not been 

faked.”  However, the court found that the error was 

harmless because an eyewitness had already identi-

fied Beckley as the shooter, destroying the credibil-

ity of the girlfriend’s testimony.  The court also 

found that the roster of gang members should not 

have been admitted because the evidence was in-

sufficient to show that the writing was what it pur-

ported to be.  Again, the court found the error harm-

less in light of other evidence of Beckley’s member-

ship in the gang.       

 

 

CHILD PORNOGRAPHY CONVICTION:  

ENHANCED SENTENCE 

U.S. v. Tutty, 2010 US App. LEXIS 14574 (2nd 

Cir. July 16, 2010).  The 2nd Circuit Court of Appeals 

vacated an enhanced sentence for a defendant who 

pled guilty to possession of child pornography.  Ja-

son Tutty pleaded guilty to one count of receiving 

child pornography, admitting that he possessed be-

tween 150-300 images which he had received and 

distributed over the Internet.  The U.S. District Court 

for the Western District of New York determined a 

sentencing guideline range of 41-51 months in 

prison, but added a four-level enhancement based 

on age of the children, use of a computer, number 

of images and distribution and content, bringing 

Tutty’s sentence to 14 years in prison.  During sen-

tencing, Tutty argued for a downward departure 

from the guidelines, contending that it was unfair to 

impose a multiple level enhancement based on one 

image which could be considered sadistic.  He also 

made a policy argument, asking the district court to 

consider the harsh nature of the sentencing en-

hancements.  The district court decided it did not 

have the authority to depart from the guidelines 

based solely on policy considerations and imposed 

the 14-year sentence. Tutty appealed, challenging 

the reasonableness of the sentence based on con-

viction on one count.  The 2nd Circuit determined 

that the district court had erred when it held it did 

not have the authority to impose a sentence outside 

of the guidelines.  The court also noted its decision 
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in U.S. v. Dorvee, 604 F.3d 84 (2nd Cir. 2010) that, 

unless carefully applied, the child pornography 

guidelines “can easily generate unreasonable re-

sults.”  Id at 98.  The court sent the case back, ask-

ing the district court to “exercise its discretion 

anew” with the benefits of the Dorvee ruling.      

 

 

STORED COMMUNICATIONS ACT:   

CULPABILITY 

Jennings v. Jennings, 2010 S.C. App. LEXIS 134 

(July 14, 2010).  In a case of first impression for the 

state, the South Carolina Court of Appeals ruled that 

Yahoo was an “electronic communication service 

(ECS)” within the meaning of the Stored Communi-

cations Act and that only those who accessed the 

emails in question may be liable for violating the 

Act.  Gail Jennings (“the wife”) found out that her 

husband Lee (“the husband”) was having an extra-

marital affair.  She told her daughter-in-law the 

story, and the daughter-in-law, who used to work for 

the husband, logged onto the husband’s Yahoo ac-

count from her personal computer. She read and 

printed the emails between the husband and his 

girlfriend, and she and the wife made copies of 

them for the wife’s divorce attorney and a private 

investigator.  The husband filed suit against the 

wife, the daughter-in law and the private investiga-

tor, alleging a violation of the Act, 18 U.S.C. §§ 

2701-2712 (2006).  Under § 2707, a court may 

award equitable or declaratory relief, as well as at-

torney’s fees, costs and damages, to a person with 

a valid claim.  The lower court dismissed the case, 

holding that the emails fell outside of the scope of 

the Act because Yahoo was not an ECS and that the 

emails were not stored “for purposes of backup pro-

tection.”  In its order granting summary judgment, 

the lower court also found that regardless of 

whether a violation of the Act occurred, the husband 

could not obtain any relief from the wife or the pri-

vate investigator because they did not engage in the 

alleged violation.  The Court of Appeals found that 

the lower court erred in concluding Yahoo was not 

an ECS, but it did affirm the lower court’s grant of 

summary judgment as to the wife and the private 

investigator.  The grant of summary judgment as to 

the daughter-in-law was reversed and the case re-

manded.         

 

 

FIRST AMENDMENT:  PUBLICATION OF 

SOCIAL SECURITY NUMBERS 

Ostergren v. Cuccinelli, 2010 US App LEXIS 

15254 (4th Cir. July 26, 2010).  The Fourth Circuit 

Court of Appeals ruled that a third party who 

downloaded public records from government-

provided web sites would not be liable for republish-

ing those records online, even if the third party knew 

that the records contained private information, such 

as Social Security numbers.  Betty Ostergren, a long-

time privacy advocate, decided to further her cause 

for redaction by publishing land records of public 

officials with unredacted Social Security numbers on 

her website.  The State of Virginia sued for violation 

of its Personal Information Privacy Act, Va. Code §§ 

1.442 to 1.444. Sect. 1.443.2, which prohibits in-

tentionally communicating another’s Social Security 

number to the public.  The U.S. District Court for the 

Eastern District of Virginia found this section uncon-

stitutional as applied to an advocacy website that 

criticized the state’s release of private information.  

The district court entered a permanent injunction 

barring the state from punishing the publication of 

the “publicly available documents.”  On appeal, the 

Fourth Circuit found that the state’s failure to redact 

Social Security numbers before posting the land re-

cords meant that barring Ostergren’s protected 

speech would not be narrowly tailored to the state’s 

interest in protecting individual privacy.  The court 

affirmed the district court and held that enforcing 

the statute against Ostergren would violate the First 

Amendment.  The appeals court remanded the case 

for further proceedings.      
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FOIA:  PUBLIC EMPLOYEES’ PERSONAL 

EMAILS 

Schill v. Wisconsin Rapids School District, 2010 

WI 86 (Wis. July 16, 2010).  The Wisconsin Supreme 

Court ruled that private emails sent on publicly 

sponsored government email accounts are not pub-

lic records within the meaning of the state Open Re-

cords Law.  Don Bubolz, a private citizen, requested 

all emails, including non-work emails, sent from the 

computers of Karen Schill and four other teachers in 

the Wisconsin Rapids School District.   The district’s 

computer use policy allowed teachers and other em-

ployees to use the district’s email system for occa-

sional personal use.  District employees had been 

advised that the district owned not only the com-

puters but also the email accounts used by employ-

ees.  The district concluded that the emails were 

public records because they existed on a public 

computer network.  Schill and the other teachers 

sought an injunction blocking the release of their 

personal emails.  The lower court denied the injunc-

tion and ordered the district to release the emails.  

The state Supreme Court reversed, holding that be-

cause the emails were personal in nature, they did 

not fall within the purpose of the Open Records Law, 

which is to make transparent the workings of gov-

ernment.   

 

Ed. Note 1:  Assistant Attorney General Jennifer Lattis filed an 

amicus curiae brief in the case on behalf of the Wisconsin Department 

of Justice.     

Ed. Note 2:  Last year, the West Virginia Supreme Court ruled that 

the personal emails of state Supreme Court judges were not public 

records.    

 

 

CHILD PORNOGRAPHY:  DEPARTURE 

FROM SENTENCING GUIDELINES 

U.S. v. Irey, 2010 US App. LEXIS 15669 (11th Cir. 

July 29, 2010).The 11th Circuit Court of Appeals, sit-

ting en banc, held that the 17 and one-half year sen-

tence imposed for child pornography production and 

distribution by the district court was a substantively 

unreasonable downward variance from the Sentenc-

ing Guidelines and remanded.  William Irey repeat-

edly traveled to Cambodia and China, where he 

bought underage girls and used them to produce 

graphic child pornography which he distributed 

online.  Irey was charged with and pled guilty to one 

count of violating 18 U.S.C. § 2251©, which prohib-

its producing images of child pornography elsewhere 

and then transporting them into the U.S.  Under the 

Sentencing Guidelines, the statutory maximum for 

his crime as charged was 30 years.  However, at 

sentencing, Irey’s counsel introduced reports and 

testimony of two experts in psychology and psychia-

try, as well as testimony from his friends and family, 

while the government had no witnesses.  The U.S. 

District Court for the Middle District of Florida fo-

cused on Irey’s diagnosis and the character testi-

mony and sentenced him to 17 and one-half years, 

followed by a lifetime of supervised release.  On ap-

peal, after extensive review, the 11 th Circuit con-

cluded that the district court’s major variance from 

the Guidelines was substantively unreasonable, and 

remanded for sentencing within the Guidelines 

range.       

 

 

FOURTH AMENDMENT:  RECORD  

KEEPING REQUIREMENTS 

Free Speech Coalition, Inc. v. Holder, 2010 U.S. 

Dist. LEXIS 75471 (E.D. Pa. July 27, 2010).  The 

U.S. District Court for the Eastern District of Pennsyl-

vania ruled that the record keeping requirements of 

recent amendments to the Child Protection and Ob-

scenity Enforcement Act, 18 U.S.C. §§ 2257 and 

2257A, are reasonable and inspection of those re-

cords does not violate the Fourth Amendment.  Un-

der the law, photographers, filmmakers and other 

producers of actual or simulated explicit conduct – 

both professional and amateur – must create and 

maintain records regarding the ages and identities 

of the performers appearing in the depictions; must 

affix labels to the depictions indicating where the 

records are located; and must permit periodic in-
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spection of the records by authorized government 

officials.  The Free Speech Coalition, which acts as 

the trade association for the adult entertainment 

industry, and others challenged the law, claiming 

that the law authorized unreasonable searches and 

seizures in violation of the Fourth Amendment, that 

it was overbroad because of its failure to provide 

exceptions based on artistic or social value and that 

it would chill freedom of speech.  The government 

moved to dismiss, which the district court granted, 

finding that the record keeping requirements were 

reasonable.  As to the challenge that the law was 

overbroad, the court found that the breadth and 

scope of the law was necessary for its effectiveness.         

 

 

VIOLATION OF SUPERVISED RELEASE: 

PRISON TERM AND CONDITIONS 

U.S. v. Tome, 2010 U.S. App. LEXIS 16239 (11th 

Cir. July 29, 2010).  The 11th Circuit Court of Ap-

peals upheld the district court’s imposition of a 

prison term and ban on Internet use for an offender 

who violated his supervised release conditions.  Jo-

seph Tome pled guilty to and was convicted of pos-

session of computer disks containing over 100,000 

images of child pornography.  He was put on super-

vised release for three years.  Tome committed 13 

violations of his supervised release, including failing 

to register as a sex offender, importing or transport-

ing obscene matters, associating with convicted fel-

ons, failing to submit true and complete monthly 

reports, telling untruths to his parole officer and fail-

ing to maintain a daily log of Internet addresses on 

his personal computer.  The U.S. District Court for 

the Southern District of Florida revoked his super-

vised release and sentenced him to 24 months of 

imprisonment followed by one year of supervised 

release with a one-year Internet ban as a condition.  

Tome appealed his sentence, but the 11 th Circuit 

affirmed, finding that the 24 month sentence was 

reasonable and based upon a proper calculation of 

the Sentencing Guidelines.  The court also found 

that the Internet ban did not impose a greater depri-

vation of liberty than reasonably necessary, particu-

larly since Tome did not show a daily vocational 

need for the Internet.        

 

 

POSSESSION OF CHILD PORNOGRA-

PHY:  PURCHASING AND ACCESSING 

People of Michigan v. Flick, 2010 Mich. LEXIS 

1630 (July 27, 2010).  The Supreme Court of Michi-

gan affirmed a lower court ruling that a defendant 

can be tried on a charge of possession of sexually 

abusive material if that person affirmatively pur-

chased and accessed images of child pornography 

and those images were saved into “temporary Inter-

net files.” In separate cases consolidated on appeal, 

Steven Flick and Douglas Lazarus purchased child 

pornography online, then viewed the images and 

downloaded them to their respective computers.  

The only child sexually abusive material found on 

their computers was stored in temporary Internet 

files which would allow them quicker access.  They 

were charged with knowingly possessing child sexu-

ally abusive material in violation of MCL 750.145c

(4).  At trial, both defendants moved to dismiss, ar-

guing that they only passively viewed that material 

on the Internet so did not “knowingly” possess it.  

The trial court denied Flick’s motion, but a trial court 

granted Lazarus’ motion.  On appeal, the Michigan 

Court of Appeals found that both defendants know-

ingly possessed such material.  The Michigan Su-

preme Court affirmed, holding that possession could 

be actual or constructive, and since both defendants 

took multiple affirmative steps to exercise dominion 

and control over the material, they knowingly pos-

sessed it.                  

 

 

VIEWING CHILD PORNOGRAPHY:  

RESTITUTION 

U.S. v. Aumais, 2010 U.S. Dist. LEXIS 78399 

(N.D.N.Y. August 3, 2010).  In a case of first impres-

sion, the U.S. District Court for the Northern District 
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of New York decided that a mere “consumer” of 

child pornography is culpable to some degree for the 

emotional and psychological damage suffered by sex 

abuse victims and affirmed an order of restitution.  

Gerald Aumais was caught bringing more than 2,000 

photographs and 100 DVDs of child pornography 

across the Canadian-U.S. border.  Among the materi-

als were images of “Amy,” who was abused by her 

uncle as a child more than 10 years ago; Aumais 

had never met the uncle or “Amy.”  Aumais pleaded 

guilty to transportation in foreign commerce and 

possession of child pornography.  Aumais was sen-

tenced to 121 months in prison, but the U.S. also 

sought restitution for “Amy” under 18 U.S.C. §2259

(b)(1), which allows awarding compensation for the 

“care required to address the long term effects of 

their abuse.”  The magistrate judge decided that 

proximate cause need not be the only question as to 

whether harm was caused to victims, or even the 

greatest cause, as long as the cause is a 

“substantial factor” in the harm suffered.  The mag-

istrate concluded that Aumais and others possess-

ing images of “Amy’s” abuse “exacerbated the harm 

to her from the original abuse by her uncle both by 

creating a market for the transfer of those images 

and by perpetrating and expanding the humiliation 

and degradation which “Amy” experiences from the 

existence of the images.”  The magistrate issued a 

full report, recommendation and order which di-

rected payment of $48,483 for future psychological 

counseling for “Amy,” and the district court affirmed.        

 

 

LEGISLATIVE NEWS  
 

 

Online Impersonation 
 

 PASSED CALIFORNIA LEGISLATURE.  On Au-

gust 12, the California legislature passed S.B. 1411, 

a bill that would make it a misdemeanor to 

“knowingly and without consent” impersonate an-

other person through a website or other electronic 

means with the intent to harm, intimidate, threaten 

or defraud.  In addition to the specified criminal 

penalties, the bill would allow the victim of such a 

crime to bring a civil action against the perpetrator .  

 

 

Foreign Judgments Against Websites 
 

 ENACTED.  On August 10, President Obama 

signed H.R. 2765 into law, a statute that requires 

parties seeking to enforce foreign defamation judg-

ments in U.S. courts to establish that they would 

have prevailed in a domestic court under both the 

First Amendment and the Communications Decency 

Act.  The statute, sponsored by Representative 

Steve Cohen (D-TN) and codified as Public Law No. 

111-223, is intended to combat a practice known as 

“libel tourism,” which are defamation lawsuits 

brought in foreign jurisdictions that lack constitu-

tional speech protections.   

 

 

Sex Offenders in International Travel 
 

 PASSED HOUSE.  On July 27, the House 

passed H.R. 5138, a bill sponsored by Representa-

tive Christopher Smith (R-NJ), which would require 

registered sex offenders to give notification of their 

intent to travel at least 30 days before departure 

from or arrival in the U.S., with failure to do so sub-

ject to a fine and/or prison term of up to 10 years.  

The bill also authorizes the revocation of passports 

of individuals convicted of a sex offense in a foreign 

country.  It also requires diplomatic or consular mis-

sions to establish and maintain a nonpublic, coun-

trywide sex offender registry for sex offenders from 

the U.S. who reside in such country.  The bill has 

been referred to the Senate Committee on Foreign 

Relations.  
 

 

Cybersecurity 
 

 PASSED HOUSE.  On July 20, the House 

passed H.R. 4842, a bill sponsored by Representa-
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tive Yvette Clarke (D-NY), which would direct the De-

partment of Homeland Security to support research 

on cybersecurity technology, as well as research to 

assist state, local and tribal leaders to develop the 

tools necessary to prepare for and respond to terror-

ist activity.  The bill has been referred to the Senate 

Committee on Homeland Security.    
 

 

Internet Gambling 
 

 PASSED HOUSE COMMITTEE. On July 28, the 

House Financial Services Committee passed, 41-22, 

H.R. 2267, a bill sponsored by Representative 

Barney Frank (D-MA) that would permit Internet 

gambling services to operate in the U.S. under a pro-

gram regulated by the Treasury Department. The bill 

would allow states and Indian tribal authorities to 

opt out of Internet gambling within their respective 

jurisdictions.  

 

        

Internet Fraud 
 

 INTRODUCED IN HOUSE. On July 1, Repre-

sentative Zachary Space (D-OH) introduced H.R. 

5707, a bill that makes it unlawful for any third-

party seller on the Internet to charge a consumer’s 

credit card or financial account before disclosing all 

material terms and receiving express informed con-

sent.  It also makes it unlawful for an initial mer-

chant to disclose financial account or other billing 

information to a third party seller.  Finally, the bill 

makes it unlawful for a seller to charge a consumer 

for goods or services sold on the Internet through a 

“negative option feature,” a provision which requires 

an affirmative action by the consumer to reject an 

offer.  The bill authorizes any state Attorney General 

to bring an action to enjoin further violations, com-

pel compliance or obtain damages.  The bill has 

been referred to the Committee on Energy and Com-

merce.      

 

 

Internet Sales Taxes 
 

  INTRODUCED IN HOUSE. On July 1, 

Representative Bill Delahunt (D-MA) introduced H.R. 

5660, a bill that would authorize each state to col-

lect sales taxes from remote sellers.  The bill has 

been referred to the Committee on the Judiciary.   

 
 

 

NEWS YOU CAN USE 

 
 

JUDGES:  MANDATORY MINIMUMS FOR 

PORN TOO HIGH 
 

 Seventy-one percent of federal trial judges 

say the mandatory minimum sentences for receipt of 

child pornography are too high, according to a sur-

vey conducted by the U.S. Sentencing Commission 

from January to March of this year.  In addition, 76 

percent think the mandatory minimums are too high 

for crack cocaine, and 54 percent think they are too 

high for marijuana.  Aside from these three offenses, 

the majority of judges believe the sentencing guide-

line ranges are appropriate.  Of the 942 judges to 

whom the survey was sent, 639 responded –- a 67.8 

response rate.  The 639 judges responding had sen-

tenced 116,183 offenders, or 79 percent of those 

sentenced during fiscal 2008 and 2009.  The survey 

also found that 66 percent of responding judges felt 

that courts should have the authority to order resti-

tution for victims in all cases.  The complete survey 

can be accessed at http://www.ussc.gov/

Judge_Survey/2010/JudgeSurvey_201006.pdf. 

 

 

.ORG DOMAIN TO GET EXTRA SECU-

RITY MEASURES 
 

 The Washington, D.C.-based Public Interest 

Registry, which monitors the .org domain, an-

nounced it would introduce additional security 

http://www.ussc.gov/Judge_Survey/2010/JudgeSurvey_201006.pdf
http://www.ussc.gov/Judge_Survey/2010/JudgeSurvey_201006.pdf
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measures to protect against identity theft.  Eight mil-

lion websites use the .org suffix, which is one of the 

Internet’s original domain names and was estab-

lished in 1985.  It is often used by non-profit organi-

zations and hosts several credit unions’ online bank-

ing services, making it a target for fraudsters.  The 

new domain name system (DNS) security measures 

will authenticate the origin of data on .org websites 

by introducing a validation key.  Although .org is the 

first generic DNS to adopt the additional measures, 

others are expected to follow suit.  

 

 

 And more domain news… 

 

 

ICANN CONDITIONALLY OKS PORN 

SITE DOMAIN 
 

 The Internet Corporation for Assigned Names 

and Numbers (ICANN), after denying several re-

quests for an .xxx domain, finally gave the domain 

its conditional approval.  The first step toward final 

approval is for ICANN to check the financial and 

technical ability of ICM Registry, which will manage 

and sell the new domain name to porn sites, to run 

the new registry.  ICM would then be required to ne-

gotiate a contract that takes into account recom-

mendations from the Government Advisory Commit-

tee, which advises ICANN on issues of public policy.  

Lastly, ICANN’s board would have to give its final 

approval.  ICM has said it already has 110,000 pre-

reservations for sites. 

 

POLL:  PEOPLE WITH PROFILES  

CONCERNED ABOUT PRIVACY 
 

 Twenty-seven percent of people who have a 

profile on social networking sites such as Facebook 

and MySpace are concerned about privacy, and an 

additional 23 percent are very concerned, according 

to a poll conducted by the Marist College Institute 

for Public Opinion.  The survey of 1,004 people also 

showed that people over 60 years of age are the 

most worried about privacy, and women are more 

concerned than men.  Overall, 43 percent of Ameri-

cans responded that they keep in touch via social 

networking websites.  Forty percent of men and 45 

percent of women said they had a profile on a social 

networking site.  A table outlining the poll results 

can be accessed at  

http://maristpoll.marist.edu/wp-content/misc/

u sa po l l s /U S 10 06 17/ so c i a l% 2 0ne t w o rk in g /

Privacy_Concerns_on_Social_Networking_Sites.htm. 

 

 

7TH CIRCUIT BAR LAUNCHES  

E-MENTORING PROGRAM 
 

 The 7th Circuit Bar Association, based in Chi-

cago, launched an e-mentoring program featuring in-

depth and frank video discussions with more than 

45 jurists and trial lawyers from Illinois, Indiana and 

Wisconsin.  Plans for the program, which seeks to 

share the bar’s institutional knowledge, are to ex-

tend the e-law library’s collection to include video 

interviews with all 7th Circuit district and magistrate 

judges as well as prominent practitioners.  The vid-

eos, which are accessible only to bar association 

members through a password-protected area of the 

bar’s website, feature young lawyers talking with 

judges and senior lawyers.  Their 30- and 75-minute 

question-and-answer sessions are edited into seg-

ments of between three and 15 minutes.  The seg-

ments are categorized by judge and by topic.   

 

FCC REPORT:  MILLIONS LACK  

BROADBAND ACCESS 
 

 Between 14 and 24 million Americans still 

lack access to broadband Internet, and “immediate 

prospects for deployment to them are bleak,” ac-

cording to a report by the U.S. Federal Communica-

tions Commission (FCC).  The report, the sixth on 

this issue, found disproportionately large segments 

of people without broadband access in rural areas 

http://maristpoll.marist.edu/wp-content/misc/usapolls/US100617/social%20networking/Privacy_Concerns_on_Social_Networking_Sites.htm
http://maristpoll.marist.edu/wp-content/misc/usapolls/US100617/social%20networking/Privacy_Concerns_on_Social_Networking_Sites.htm
http://maristpoll.marist.edu/wp-content/misc/usapolls/US100617/social%20networking/Privacy_Concerns_on_Social_Networking_Sites.htm
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of North Carolina, Texas, South Carolina, Missis-

sippi, Arkansas, Oklahoma and Kentucky.  The re-

port also updates a key standard – the speed used 

to determine whether households are served by 

broadband.  The standard shifts from 200 kilobits 

per second downstream, which was established 

more than a decade ago, to 4 megabits per second 

downstream, a minimum  generally required for us-

ing today’s video-enhanced applications and ser-

vices.  The report can be accessed at http://

hraunfoss.fcc.gov/edocs_public_/attachmatch/FCC-

10-129A1.doc. 

 

  

 But see below… 

 

 

PEW STUDY:  BROADBAND NOT A  

PRIORITY FOR MOST AMERICANS 
 

 Fifty-three percent of Americans do not sup-

port making affordable high-speed Internet access a 

priority, according to a study by the Pew Internet & 

American Life Project.  The national telephone sur-

vey of 2,252 adults was conducted between April 29 

and May 30 of this year.  Asked if expanding afford-

able broadband access to everyone should be a top 

priority for the federal government, 26 percent said 

it should not be attempted by the federal govern-

ment and 27 percent said it was “not too important” 

a priority; compared to 30 percent who said it was 

an important priority and 11 percent who said it 

should be a top priority. The survey also found that 

broadband adoption in households slowed dramati-

cally in 2010.  Two-thirds of American adults cur-

rently use a high-speed Internet connection at 

home, which is not significantly different from what 

the Project found in 2008.  The full report may be 

accessed at  h t tp ://wwwpewinternet .o rg/

Reports/2010/Home-Broadband-2010.aspx. 

 

 

STUDY:  BETTER RESEARCH ON  

INTERNET DATA RATES NEEDED 
 

 A study by researchers at MIT disagrees with 

the claim by the Federal Communications Commis-

sion (FCC) that Internet data rates in the U.S. are 

only one-half as high as advertised to consumers.  

The researchers assert that the methods typically 

used for measuring those rates underestimate the 

speed of the Internet Service Provider-controlled ac-

cess network.  They say that other factors, such as 

the location of test servers, can also affect data re-

sults, and that the government needs better data to 

establish policy.  Their research, the MIT Internet 

Traffic Analysis Study (MITAS), has been presented 

to both the FCC and the Federal Trade Commission.  

The research team will also present a portion of the 

findings to the Telecommunications, Policy and Re-

search Conference in October.  The study may be 

accessed at http://mitas.csal.mit.edu/papers/

Bauer_Clark_Lehr_Broadband_Speed_Measurement

s.pdf. 

 

 

STUDY:  MOST IT MANAGERS EXPECT 

INCREASED THREATS 
 

 Eighty percent of information technology (IT) 

managers expect network-borne threats to increase 

in 2010 and 2011, and 85 percent see their secu-

rity environment becoming more complex, according 

to a study by netForensics, a security information 

and event management provider.  However, more 

than one-half of the managers said that their organi-

zation was not budgeting sufficiently, or recruiting 

enough professionals, to counter the additional 

threats.  Over the past year, 15 percent of IT manag-

ers reported an increase in staff; 24 percent re-

ported a decrease; and 54 percent reported no 

change.  Looking to the future, 20 percent of organi-

zations planned to hire more security personnel; 15 

percent planned to downsize; and 51 percent ex-

pected to stay the same.  Despite the prospect of 

http://hraunfoss.fcc.gov/edocs_public_/attachmatch/FCC-10-129A1.doc
http://hraunfoss.fcc.gov/edocs_public_/attachmatch/FCC-10-129A1.doc
http://hraunfoss.fcc.gov/edocs_public_/attachmatch/FCC-10-129A1.doc
http://wwwpewinternet.org/Reports/2010/Home-Broadband-2010.aspx
http://wwwpewinternet.org/Reports/2010/Home-Broadband-2010.aspx
http://mitas.csal.mit.edu/papers/Bauer_Clark_Lehr_Broadband_Speed_Measurements.pdf
http://mitas.csal.mit.edu/papers/Bauer_Clark_Lehr_Broadband_Speed_Measurements.pdf
http://mitas.csal.mit.edu/papers/Bauer_Clark_Lehr_Broadband_Speed_Measurements.pdf
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increased threats and no additions to staff or 

budget, 70 percent of respondents said they would 

not outsource their organization’s security.  Key find-

ings of the study can be accessed at http://

www.wten.com/Global/story.asp?S=12703145. 

 

 

VERMONT TO BE FIRST TO GET  

WIRELESS ACCESS FOR ALL 
 

 Vermont will be the first state to bring high-

speed wireless Internet access to all residents, as a 

result of $116 million in federal stimulus grants and 

loans awarded to VTel Wireless, Inc., a Vermont tele-

communications firm.  The funding will bring Tri-

Band 4G LTE wireless service to an estimated 

130,000 Vermont residents and 3,750 businesses 

that have little or no Internet access.  The infrastruc-

ture upgrade will also affect residents of New Hamp-

shire and upstate New York who live just over the 

border from Vermont.  The $116 million award 

represents almost 10 percent of the $1.2 billion dis-

tributed to 126 broadband infrastructure projects, 

and was exceeded only by a $123.8 million award to 

a telephone company in western Kentucky.  The cost 

for users of the upgraded wireless system will be 

$10 per month for light-use customers and $35 per 

month for “full-service” customers.         

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
       

A PUBLICATION TO NOTE 
 

 “Effects of Federal Legislation on the Com-

mercial Sexual Exploitation of Children” has been 

published by the Office of Juvenile Justice and Delin-

quency Protection (OJJDP).”  The bulletin reports on 

the results of a study funded by OJJDP to examine 

the effects of the Trafficking and Violence Preven-

tion Act of 2000 on the prosecution of commercial 

sexual exploitation of children (CSEC) cases.  It dis-

cusses how current laws addressing CSEC are en-

forced, describes key features of successful CSEC 

prosecutions and provides recommendations for 

strengthening prosecutions.  It can be accessed at 

h t t p : / / w w w . o j j d p . n c j r s . g o v / p u b l i c a t i o n s /

PubAbstract.asp?publ=250651. 

 

 

http://www.wten.com/Global/story.asp?S=12703145
http://www.wten.com/Global/story.asp?S=12703145
http://www.ojjdp.ncjrs.gov/publications/PubAbstract.asp?publ=250651
http://www.ojjdp.ncjrs.gov/publications/PubAbstract.asp?publ=250651
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NATIONAL ASSOCIATION OF ATTORNEYS GENERAL   

 

BEST PRACTICES IN CYBERSECURITY  

 

October 26-28, 2010 

University, MS 38677  

 

NOMINATION FORM - RETURN BY SEPTEMBER 24, 2010  

 

**PLEASE NOTE:  THIS FORM IS NOT AN AUTOMATIC APPROVAL TO ATTEND THE TRAINING. 

APPROVAL NOTICE WILL BE SENT UNDER SEPARATE COVER** 

 

MEETING ID NO.  1010_BPCS 

 

Please use one form per registrant/nominee.  Complete all sections.   

 

Please return form to: National Association of Attorneys General, Attn: Hedda Litwin , Cyberspace Law Counsel, 

2030 M Street, N.W., 8th Floor, Washington, DC 20036 or Fax to (202) 331-1427. 

 

Name (as it should appear on badge):   Full Mailing Address: 

 

_____________________________________  __________________________________      

 

Title: ________________________________  ___________________________________ 

 

Phone Number: _______________________  ___________________________________ 

 

Fax Number: _________________________ 

 

E-mail: ______________________________   

 

Attorney General Office: ___________________________________  

 

 Travel By (Check one):    Air_____ Rail ______ Car______   

 

State Bar registration number(s)   State ______ Number _________ 

(For CLE credit) 

        State ______ Number _________ 

Dietary Restrictions?  If so, describe:     ______________________________________________  

 

Special Requests  If you require special services or auxiliary aids to assist you while attending the 

meeting and events during the Basic Cyber Crime Training, such as sign-language interpreters, note-takers, 

large print materials or Braille materials, please contact Hedda Litwin, Cyberspace Law Counsel, at 202 -326-

6022 or  by email at hlitwin@naag.org. NAAG will make suitable arrangements.  

(NAAG Use Only): 

This Nominee Has Been Approved To Attend This Training:    Yes (_____) No (_____) 


